STA-100 PAA Private Agent Appliance
User Guide

Protect privacy data and embrace the open source ecosystem.
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I. Equipment Introduction
1. Product Packaging List:
- STA-100 Intelligent Agent Main Unit x 1
- 2V 12Ah power adapter x 1 (compatible with different country and
region requirements, such as European, British, and American standards)
- HDMl cable x 1

- User Manual x 1
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2. Device Interface

1. Power input interface — Connect the power adapter

2. Reset button — System reset

3. Wired network port — Wired network access

4. HDMl interface — Host display output

5. Type-Cinterface — for upgrade purposes only, not for use as a power

connector.



6/7. USB1, USB2 — Mouse/Keyboard/USB Flash Drive

8. Upgrade button — for upgrade purposes (not a user function key;
users are advised not to use it).

9. Power button — System power on/off

10. Power indicator light — System operating status indicator light

11. TF card slot — TF memory card expansion storage (maximum 256GB,

default configuration 64GB)

3. Technical Specifications

- Processor: Octa-core ARM CPU

- Memory: 4GB RAM

- Storage: 32GB eMMC (expandable up to 256GB via TF card)
- Network: Gigabit Ethernet + 5G Dual-Band WiFi

- Adapter: DC 12V 2A

- System: Ubuntu 20.04.6 LTS - Lightweight Linux system

- Application: Pre-installed OpenClaw application

Il. Installing the OpenClaw Smart Agent Framework

A\ You only need to connect a monitor the first time. After that, it will

automatically connect to Wi-Fi or you can use it directly by plugging in an

Ethernet cable !



Iltems needed for first-time use
- A monitor or TV with an HDMI port
- One HDM I cable

- A USB keyboard

A USB mouse

FIRST-TIME SETUP: CONFIGURE WITH KEYBOARD, MOUSE, AND MONITOR

Step 1: Power on and connect to the
network
Connect the HDMI cable to the monitor and the computer = Plug in the

keyboard - Connect the adapter (power on).

Upon entering the desktop, there is no password required on the first

boot; the default username is User. Simply press Enter to log in.




Connect to the network (wired connection requires no operation, just
plug it in; the following are the steps for Wi-Fi).
Find this icon in the upper right corner of your desktop and click it .

Find the Wi-Fi network you want to connect to and enter the password.

Wi-Fi Network Authentication Required ~ | = | 4

Authentication required by Wi-Fi network

— Passwords or encryption keys are required to access the Wi
Fi network "DIRECT-MBAVWAINFORDms|d”
Wi-Fi adapter | Broadcom Wi-Fi [

FJI.’:‘..’I"‘.I]I iJ _

| Show password
| Canceal |i ‘

Step 2: Open Openclaw and configure the API



1. Click the OpenClaw icon to begin configuring the APl Key (please wait

patiently; the Wi-Fi installation will complete in 8-10 minutes).

Termi nal

2. Agree to the installation. In the following window, use the left and

right arrow keys to navigate to "Yes" and press Enter to confirm.

dpentlaw 15 a

By default, O

Thes bot can re ns Lf taols

A bad prompt can unsafe things.

OpenClaw 15 not a h SEenaft boundary by default.
If multiple users e Bl -enabled agent, they share that delegated tool

authority.

If you're not comfal e BUELTY hardening and access control, don't run
OpenClaw. p
Ask someone experienc o helpibefiire enabling tools or exposing it to the internet.

Recommended baseline

- Pairing/allowlists + mention gating.

- Multi-user/shared inbox: split trust boundaries (separate gateway/credentials, ideally
separate 0S users/hosts).
Sandbox + least-privilege tools.

- Shared inboxes: isolate DM sessions (session.dmScope: per-channel-peer) and keep tuuv
access minimal.

- Keep secrets out of the agent's reachable filesystem. -

- Use the strongest available model for any bot with tools or untrusted inboxes.

Run regularly
openclaw security audit --deep
openclaw security audit --fix

Learn more
- https://docs.operclaw.ai/gateway/security

1::; /séaag this is personal-by-default and shared/multi-user Wse requires lock-down. Continue?

It will take a few minutes to set up. It's normal for the screen to freeze;

do not tap anything or unplug the power.



3. Select Quickstart

Recommended base!

- Pairing/allowlist ik

- Multi-user/shared : split 5t boundaries (separate gateway/credentials, ideally
separate 05 users/hosts).

- Sandbox + least-privilege tools.

- Shared inboxes: isolate DM sessions (session.dmScope: per-channel-peer) and keep tool
access minimal.

- Keep secrets out of the agent's reachable filesystem.

- lse the strongest available model for any bot with tools or untrusted inboxes.

Run regularly -
ovenclaw security audit --deep -

openclaw security audit --fix

Leyrn more
- I'ttps://docs.openclaw.ai/gateway/security

$ urderstand this is personal-by-default and shared/multi-user use requires lock-down. Con
es

Setu; mode ‘
® QuickStart (recommended

0 Manual setup

4. Select "more"

SECE Made

QuickStart (recommended)
GuickStart

Gateway port: 18789

Gateway bind: Loopback (127.0.0.1)
Gateway auth: Token (default)
Tailscale exposure: Off

Direct to chat channels.

Model/auth provider
© OpenAl

o Anthropic

0 xAI (Grok)

o0 Google

© OpenRouter

e More.

o Skip for now

5. Select a large model (all large models are available for selection). The
following example uses Deepseek (login addresses for all large models

are provided below for reference).



6. Enter the API Key (right-click and paste).

The APl Key is your "user password". After registering on the
DeepSeek/Minimax official website, copy and paste it here from the
settings page (open the webpage directly in your browser, log in, copy
the API Key, then right-click on the page above and paste). Below is the
detailed DeepSeek process, and point 7 at the end provides the

addresses of most large models.



- Click the browser icon at the bottom of the desktop (do not click the

Chromium icon on the desktop until the API Key configuration is

complete).

A. After opening your browser, search for the DeepSeek official

website's open platform.



@ New PR
Je—ed(u 1
o cemmETer T e . x

Google

Q, Search Google or type a URL 1)
- +
Web Store Add shoricut

B. First-time login requires real-name authentication. Please configure
your input method first. For detailed steps, please refer to step 5:
Input Method Settings. Enter your real name before proceeding to

the next step (skip this step if you have already authenticated).

# DeepSeek-V4 Preview is here with stronger Agent capabilities and top-tier reasoning.
Now available on web, app, and API. Click for details.

deepseek

Into the unknown

Join DeepSeek
Embark on a Journey to the

Start Now Access API Stars and Beyond
Free access to DeepSeek. Build with the latest DeepSeek

Ermarinnan tha intallimant rmadale Rancfil madals
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After logging in, click "Top up" to recharge.

Ontna mcharpe | Baik e
dencunt
-mmmlmme«wmm
Payment method

(222 )

{-Laa

Amount goas to sccount 185 w16,

Note
I8
27l 29 are free-and do ot reguite any recharge

1 atcondancs Wth raquistory (quitaments, We 85 0t offer ak-nams
fication sarvice to individuals under the age af 14,

Rest Mo (Crinese Charocters Only]

Type ot IO

‘The secend generation of resident identification cards

0 Hurber

“The information provided above i Solety for the purpose of vesitying
your formation

‘submitted. By submitting you agree 1o DeepSesk's Tarms of Sarvice
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deepseck CHED
Usage
il Usage
All dates and times are UTC-base nd data may be delayed up o § minutes,
T APl keys
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Pricing

Integration
A Contact us
2 Frofie

Chat for free A

C. After recharging, create our APl name, as shown in the image below.

{5 o DeepSeck| WEMK x| & Deepseck Patlom x| 4

€« > O O 8 hitpsliplatiorm. deepseek.comiapt keys T

deepseck CEED
APl keys

ily Usage
Your API keys are listed balow. The AP key is only visible and can be copied once at creation. Save it securaly. Do no

Q APIkeys with others, or expose & in the browser or ather client-side code. In order to protect the security of your account, D
automatically disable any AP kay that we've found has leaked publicly. Usage of AP keys created before Apeil 25, 2(
B Topup

& Billing MName Key Created Last

ko Create new APl key

s L

FAQ

f o ®

Pricing
®  integration
A Contactus
5 profile

Chat for fres
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D. Copy the API to the page you just installed (right-click and paste).

[ s

- =+ O D8 mipmpplatiorm despasak.commp_ ey

Craste new API key

Ploase save thia AP key somawhere safe and
sccessitin, For secuity raasans, you wan't be
abie 1o view it again through your accown, if you
borse i AP lary, yont'll e o genetis & new

ana.

w

g d

=]

b




8. Follow the steps in sequence (press Enter to confirm):

- Select Keep current

- Pefault model
@ Keep current (minimax/MiniMax-M3)
< Enter mode nually
< Browse all noa. -

Press the down arrow key until you find "Skip for now" and select it.



Sea i prauer

search: Jj

¢ Brave Search

o DuckDuckGo Search {experimental)
& Exa Search

o Firecrawl Search

o Gemini (Google Search)

o Grok (xAI})

© Kimi (Moonshot)

O MiniMax Search

o Dllama Web Search

© Parallel Search

o Parallel Search (Free)
o
L+ ]
0
e
t

Perplexity Search

SearXNG Search

Tavily Search |

Skip for now (Configure later with openclaw configure «-ueﬁ--uh ch
/4 to select » Enter: confirm » Type: to searchl| _ ,m _

DpenClaw will enable the plugin and use 1t as your web_search p
Docs: https://docs.openclaw.ai/tools/web

Skills status

Eligible: 14

Missing requirements: 37
Unsupported on this 0S: 7
Blocked by allowlist: @

Configure skills now? (recommended)
o Yes / @ No

Select "Skip for now" : Press the Space-bar - Press Enter.

Learn more: https://docs.openclaw.ai/automation/hooks

Enable hooks?
u Skip for now

o [ bootstrap-extra-files
o [}l command-logger

o il compaction-notifier
o [ifl session-memory




- Select Hatch later

Hatch your agent

Your workspace is ready.
The first Terminal chat run will send: "Wake up, my friend!'
Edit BOOTSTRAP.md later to change how the agent introduces

How do you want to hatch your agent?
o Hatch in Terminal (recommended)
® Hatch later

- After this page loads and appears, press Enter twice to exit.

L
ghenclaw 2026.6.8 (844f4085) — I don't just autocomplete-1a

Gateway service already enabled.

Reinstall with: openclaw gateway install --force
[4/5] Starting service...
[5/5] Verifying service...

[INFO] Service is running normally

R A R A o et At 8t A Al S Al e S .
e T e —

Open Dashboard: openclaw dashboard
Or visit: http://localhost:18789

Press Enter to close]]



Step 3. Install Telegram
How to install Telegram in the Al smart box? Click the Telegram icon on

your desktop.

Telegram

$

Terminal

You can click the Icon, then go to find Botfather and input

/newbot

Then you can call your bot one name and send to telegram; then find out
the HTTP API: 8951887014 ...... alike one line of word and number.

After you input the API key in the desktop process,just wait the process
ends. After the process is finished, you can use Telegram bot to

communicate with OpenClaw anytime and anywhere globally.



Once you've successfully communicated with Telegram, you can maintain
constant communication with the STA-100 device.

You can also connect to Whatsapp, Discord, Teams etc. Mainstream IMs
globally. Different IM will have a little different logic in the paring and
just pay attention to this and follow the different steps strictly.

It is very easy that you just need to talk with the backend control board

of OpenClaw in natural language.

Step 4: Use the web version of OpenClaw
If you need to use the web version of OpenClaw later, click the

Chromium icon on your desktop.

Press Enter twice while waiting for the page to load completely.

Clicking Cancel twice will automatically take you to the web-based



OpenClaw chat interface.

 Choose password for new keyring
A sgpication wats 10 create a new Keyiing caled “Defaull Keyiia®, CNCose the passwort you want 10 USe for it
oo |

o |

[S] ‘ % | @ openclaw Control x e £ T
----- c O [ 127.0.0.1:18789/chat?session=main o g8 =
,. CONTROL = OpenClaw » main » Chat Search = o) % &

OpenClaw «
WORKSPACE
+ New session Files
Main Session
Assistant @ 'AGENTS
RECENT 1.9xB
@ Ready to chat 2] SOUL.md
- Main Session 18KB
1m ago Type a message below « / for commands @ TooLs.md
9208
CHAT . @ [IDENTITYmd
What can you do? Summarize my recant 1:| §96 B
sessions
[ chat @ USERmd
| 5318
Help me configure a channel Check system health
CONTROL @ HEARTBEATmd
1528

Overview @ BOOTSTRARmd

=Gl
\ Activity B Memortmd Missing
T Docs Message Assistant (Enter to send)
RGN R = DeepSeek - High £ Chat settings

Note: The web-based version is primarily for inference purposes; it is not
recommended for use when multiple web pages are open on the

computer.

Step 5: Power off
Press the power button to turn off the device - wait until the indicator

light is completely off before unplugging the power cord.



Step 6: Input Method Settings

- Click Applications - Accessories - Fcitx in the top left corner of the

screen.You can then switch between Chinese and English input methods

by pressing Ctrl+Space.

Follow the steps shown in the image below, and click the plus sign.

iy Input Method Configuration A _DOX
input Method | Giobal Confly | Aspearande | Addon

Keyboard - English {US) English

I‘nlln&t_memmunemu state. Usually you need (o put Keyboard or Keyboard - layout name in the frst place.
+FtioE

=

to cancel Vv

Click



Search for the input method and language you need, select the desired

language, and click OK to use it normally.

VII. Daily Use (No Monitor Required)

For future daily use, you will only need to:



Plug in = Wait 1-2 minutes, it will run automatically after the network is

connected.

8. Uninstall

1. Find Terminal on your desktop and click it.

Terminal

OpenClaw

2. In this window, type ‘openclaw uninstall --all —yes" and press Enter to

uninstall OpenClaw.



. Terminal - User@ubuntu H04: a - O X

File Edit Vew Termira Tabs Help

9. Change Password

1. Open Passwd on your desktop.

2. Start setting your password on this page (the password is not visible
while you are typing it). You need to enter it twice (enter it once and
press Enter, then enter it again). You will need the password to log in the

next time you start your computer.



New password: B
Retype new password} []
|
L

10. To lock the screen, simply click the Log Out icon in the top left corner

of the desktop twice.



"llH‘FIi\lIM:

After powering on, the first time you are prompted, enter the username

"User" and press Enter, then enter your password and press Enter again.



If you need to change your password later, just follow the steps above to

change it again.

11. Save chat history (This step is essential; otherwise, the chat history

cannot be saved)

Open the web version of the Al chat interface or send a greeting via
WeChat or Lark that you have already linked. Then send the command:
"Memory this message list". The Al will automatically save the chat
history. ( Note: This command is for reference only and is not a standard
template. Users can define their own communication commands

according to their actual situation.)



OpenClaw > main » Chat [ sesech ) ) l/C W
. i
hi 3
P
- a

eyl whal's up?

’ Sage Jun 15 2076 153 MW
memary this messsge list
Yo fin 1, 7076, 353 P4
["\r Activity: 4 tools Eeec, Fead +2moe ]
m‘wuiw Jun 18 3026, 353 1

Dore. Saved today's Messaqes o nemory/ 2624 85 18.0d .

’ Sage Jun 1B 2026 35394

To view the chat history later, simply click the Home button on your

desktop.

Note: The OpenClaw folder will not be visible on the following page, so

we need to press Ctrl+H to reveal the hidden OpenClaw folder.
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Locate workspace-attestations and double-click:



Open this document and scroll down to see the chat history.

—
2076-06.18 me




- lesifilineal - o BN

EONT  ViIPW Termiral Tabs Haelp

1. **Memory and coherence are #1 priority**
&t things

contirming through
I chose Sage.

¥R Next stef

Get their name
Fil in IDENTITY ., md JSER.md, MEMORY.md p

- Delete BOOTSTRAP.md when setup is complete

12. Frequently Asked Questions

1. It's okay if you chose the wrong option, just turn off the computer and
try again.

2. Indicator light not on? Check if the power cord is plugged in securely,
or try a different outlet.

3. Can't open web pages? Ensure the host has been powered on for
more than 2 minutes, the device and host are on the same network, and
the bookmark address is correct.

4. Is the screen stuck during installation? That's normal. Just wait a few
minutes. If there's no response after 10 minutes, unplug the power and
try again.

5. Did you select the wrong operation? Just turn off the device and start

over; it won't damage the equipment.



6. Having trouble connecting your wireless mouse? Ask Xiaolongxia to
help you connect; many software problems can be solved directly by
Xiaolongxia .

XIll. Precautions

- Do not unplug the power while the device is running; turn it off first.

- Keep dry and do not block the ventilation holes.

- Unplug the power cord if not in use for a long time

- See the image below for the TF card path. After inserting it, an icon will

appear on your desktop; click on it to see the card.

SD

63 GB
Volume

Note: Always purchase original, high-quality SD cards from official

platforms such as JD.com; white-label products lack long-term stability.

14. Reference URLs for Large Model API Keys (These can also be found
by searching various model open platforms in your browser; the
following are for reference, or refer to the official OpenClaw website or

the official instructions from large model companies).



Deepseek LLM Model

Official website: https://www.deepseek.com/

#¢ DeepSeek-V4 Preview is here with stronger Agent capabilities and top-tier reasoning
Now available on web, app, and API. Click for details

cdeepseek

Into the unknown

Join DeepSeek
Embark on a Journey to the
Start Now Access API Stars and Beyond

Free access to DeepSeek. Build with the latest DeepSeek

Evnnarianan tha intallinant medale Rancfil moadale

Minimax LLM Model

Official website: platform.minimaxi.com

Flagship Models

MiniMax’s latest featured models — Language / Video / Speech & Music

MipiMox,
Hciiug 2.3/ 2.3 Fast

M ini M ax M 3 bl .

MiniMax

i Speech 2.8 & Music 2.6

MiniMax M3 Speech 2.8 - Music 2.6

Tan Coding - IM Cantext - Multimodal

Advantages: Affordable price, annual packages available.

OpenAl LLM Model

Official Website: https://openai.com/


https://www.deepseek.com/

Previewing GPT-5.6 Sol:
a next-generation model

Anthropic LLM Model

Official Website: https://claude.com/product/overview

“Claude MeetClaude ~  Platform Solutions ~  Pricing ~ Resources v Login  Contactsales [ERINEEETS
Meet your -
thinking partner /ﬁZ-JP

More Available or On the way...



Note: APl key configurations vary slightly between different brands; the
above is for reference only. The capabilities of different models also differ,
each with its own strengths. Generally, OPENAI and CLAUDE from
overseas are the strongest models in the industry. You can choose a
larger model based on your budget to use with our OPENCLAW

intelligent agent engine.

Important usage instructions:
All OpenClaw usage instructions in this manual are for reference only. If any issues arise, please refer to the

official OpenClaw update instructions first.



